
`

STEALTHAUDIT® FOR ACTIVE DIRECTORY
Comprehensive Active Directory auditing, reporting, and remediation for 
security compliance, and operations

As the primary authentication and authorization service for the majority of IT systems, the importance of Active 
Directory (AD) is not to be understated. Over time, AD has grown increasingly complex, less secure, and more 
difficult to manage, resulting in a growing problem for organizations large and small.

For over a decade, StealthAUDIT for Active Directory has provided the most comprehensive collection of auditing, 
analysis, reporting, and remediation capabilities available for Active Directory. Relied upon by the world’s largest 
organizations with the most complex Active Directory infrastructures, StealthAUDIT provides Active Directory, 
Security, and Identity Management professionals the ultimate AD auditing tool.

www.stealthbits.com +1.201.447.9300

StealthAUDIT FOR ACTIVE DIRECTORY DELIVERS
•	 Active Directory Auditing – Collect information on anything residing in AD, from objects and their at-

tributes to Group Policy Objects (GPOs), configurations, group memberships, domains, sites, trusts, and 
more.

•	 Active Directory Reporting – Leverage dozens of preconfigured reports or create completely custom 
reports in seconds using StealthAUDIT’s powerful analysis and reporting engines.

•	 Active Directory Group Governance – Calculate and assign group ownership, perform automated mem-
bership reviews, and enable self-service group management and membership requests.

•	 Azure Active Directory Visibility – Obtain deep visibility into your Azure Active Directory environment 
with preconfigured reporting around user and group configurations and conditions, stale objects, syn-
chronization status, and more.

•	 AD Administrator Rights Auditing – Iden-
tify every account with privileged access 
rights within Active Directory, including 
members of sensitive security groups and 
other special rights like DSRM Admins.

•	 Active Directory Weak Password Analysis 
– Analyze every account password to de-
termine how easily each could be compro-
mised or the likelihood their passwords are 
known through comparison with compro-
mised password dictionaries and more, such 
as the HaveIBeenPwned database.

•	 Active Directory Clean-up – Pinpoint stale, 
duplicate, and toxic objects and program-
matically clean them up using integrated 
actions to increase security and reduce 
complexity.

https://twitter.com/#!/stealthbits
https://www.facebook.com/stealthbits
https://www.linkedin.com/company/stealthbits-technologies
https://www.youtube.com/stealthbits
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IDENTIFY THREATS. SECURE DATA. REDUCE RISK.
Stealthbits Technologies, Inc. is a customer-driven cybersecurity software company focused on 
protecting an organization’s sensitive data and the credentials attackers use to steal that data. By 
removing inappropriate data access, enforcing security policy, and detecting advanced threats, our 
highly innovative and infinitely flexible platform delivers real protection that reduces security risk, 
fulfills compliance requirements, and decreases operational expense. 
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•	 Active Directory Activity Analysis – Perform 
bulk, historical, and contextual analysis of Ac-
tive Directory activity data via integration with 
StealthINTERCEPT, StealthDEFEND, or Stealthbits 
Active Directory Activity Monitor.

•	 Active Directory Group Policy Auditing – Easily 
audit GPOs and their settings, along with analysis 
of where they’ve been linked, misconfigurations 
that can cause security or operational issues, and 
redundant GPOs that can be consolidated.

•	 Active Directory Permissions Analysis – Collect, 
inventory, and analyze every permission to every 
object to understand exactly who has privileged 
access in Active Directory with StealthAUDIT Ac-
tive Directory Permissions Analyzer.

•	 Automated Compliance Reporting – Precon-
figured and customizable report tags aligning 
to various compliance standards such as HIPAA, 
PCI-DSS, GDPR, and SOX automate the produc-
tion of compliance artifacts.

•	 Active Directory Security Assessment – Pre-
configured and customizable security best prac-
tices checks proactively identify critical security 
configurations that leave Active Directory vulner-
able to attack.

•	 Workflow Composition – Leverage the full pow-
er of StealthAUDIT to automate processes in their 
entirety, including integration with 3rd party ITSM 
solutions, such as ServiceNOW.
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